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Q.1Tickthecorrectanswer.

1.Bootvirus.

2.March1999

3.ARPANET

4.Allofthese.

5.Allofthese

6.Norton

Q.2Matchthefollowing.

1.TrojanHorse.providesunauthorizedaccesstouser'scomputer.

2.Sweeper.isafakeantivirus

3.McAfee.Isanantivirussoftware

4.Polymorphicvirus.Createsvariedcopiesofitself

5.CreeperVirus.Wasthefirstcomputervirusdetected

6.FATvirus.Attacksfileallocationtables

7.Melissavirus.AffectedMicrosoftandotherbigcompanies

Q.3TrueorFalse.

1.F

2.T

3.F

4.F

5.F

6.T
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Q.1Whatisacomputervirus?

Ans.Aprogram thatattacksitselftootherprogramswithouttheowner'sconsentorknowledge
isknownasaVIRUSorVitalInformationResourcesUnderSiege.

Q.2WhatisaComputerviruscapableof?

Ans.1.Infectingexecutablefiles,suchaswordprocessors,spreadsheetsandoperatingsystem.

2.Infectingdisksbyattachingitselftospecialprogramscalledbootrecordsonharddisks.
Theseprogramsarerequiredtostartacomputer.

3.Infectingfilesattachedtoe-mailmessagesorinfectingdisksandpendrivesattachedtoan
infectedcomputer.

Q.3Namethedifferenttypesofvirusattacks.

Ans.Differenttypesofvirusattacksare-

1.WebScriptingVirus

2.FATVirus

3.DirectoryVirus

4.BootSectorVirus

5.MacroVirus

6.OverwriteVirus

Q.4Whatarethesymptomsofavirusattack?

Ans.1.Unexpectederrormessagespop-up.

2.Unexplaineddataloss.

3.Computerrunssloworcrashesfrequently.

4.Computerrestartsagainandagain.
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Q.5Howcanyoupreventavirusattackonyourcomputer?

Ans.1.Installanantivirusprogram andkeepitupdated.

2.Ignoreunknownattachmentsine-mails.

3.Isolatethedrivesthathavebeenaffected.

4.Avoiddownloadingpiratedsoftwarefrom theInternet.

5.Scantheharddiskregularly.

6.Takeabackupofimportantfiles.

Q.6Whatismalware?

Ans.Therearesomeotherkindsofcommonattacksoncomputer,suchasWorm,Spyware,

TrojanHorseandSweeper.TheseareknownasMalware,whichisshortformalicioussoftware.

Theyaredesignedfordisrupting,damagingorgainingunauthorisedaccesstothecomputer.

Q.7Writeanoteon'worm'.

Ans.Acomputerworm isatypeofmalwareghatspreadscopiesofitselffrom computerto

computer.Aworm canreplicateitselfwithoutanyhumaninteractionanditdoesnotneedto

attachitselftoasoftwareprogram inordertocausedamage.

Q.8WhatisthedifferencebetweenspywareandSweeper?

Ans.Spyware-SpywareisasoftwareinstalledonyourPCthatcollectsyourinformation

withoutyourknowledge,andsendsthatinformationbacktothecreatorsothattheycanuse

yourpersonalinformationinsomenefariousway.

Sweeper-VirusSweeperisaprogram thatwhenitisinstalledstartstoperform actionssuchas

scanningyourcomputerwithoutyourpermission.VirusSweeper'sscanistotallyfakeasthe

resultsaremade-up.
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Q.9WhatisanAntivirus?

Ans.Antivirusisacomputersoftwarewhichisdesignedtodetect,preventandremoveviruses
from thecomputer.Antivirussoftwaremustbeinstalledandregularlyupdatedtopreventthe
system againstmalwareandviruses.

Q.10Whataresomeexamplesofantivirussoftware?

Ans.Examplesofantivirussoftwareare-

1.Kespersky

2.Panda

3.Bitdefender

4.Norton

5.McAfee

Q.11Whatarethebasicfunctionsofanantivirussoftware?

Ans.1.Allowinguserstoschedulescanssothattheyrunautomatically.

2.Allowinguserstoinitiatenewscansatanytime.

3.Removinganymalicioussoftwareitdetects.

Q.12WhatisFirewall?

Ans.Asoftwareprogram orahardwaredevicewhichfiltersthetrafficflowingintothePCorthe
networkthroughanInternetconnection,basedonpredeterminedsecurityrules.Itisusedto
preventthemachinefrom viruses.
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Definethefollowing.

1.WebScriptingVirus-AScriptvirususuallyconesfrom webpageadvertisementandis

thereforewidespread.Webscriptingvirusescanbeattachedtoonline,clickablemedia,suchas

links,images,andvideos.

2.OligomorphicVirus-Thisvirusinfectsacomputeraspartofanencryptedfile.Whentheuser

triestodecryptthefilecontents,thevirususesthedecryptortocreatecopiesifitselfandslow

downthecomputer.

3.DirectoryVirus-Thisvirusworksbychangingthepaththatindicatesthefileslocationby

infectingthedirectoryofyourcomputer.Thisvirusmakesitdifficulttolocateyourfilesand

makesitlooklikethatfileshavedisappeared.

4.MemoryResidentVirus-Aresidentvirusisakindofcomputervirusthathidesandstores

itselfwithinthecomputermemory,whichthenallowsittoinfectanyfilethatisrunbythe

computer,dependingonthevirusprogramming.

5.MacroVirus-Macrovirustargetapplicationsandsoftwarethatcontainmacros.These

virusescancarryoutseriesofoperationsaffectingthwperformanceoftheprogram or

software.

6.TrojanHorse-TrojanHorseisacomputerprogram whichmisrepresentsitselftoappear

usefulinordertoconvincetheusertoinstallit.OnceTrojangetsactivated,itenablescyber

criminalstospyonandstealsensitivedataandgainbackdooraccesstoyoursystem.


